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Every year, millions of dollars’ worth of construction
assets are stolen. From heavy equipment to propri-
etary data, contractors are potential targets for so-
phisticated theft rings, as well as petty thieves. Most
of these stolen assets are never recovered. When
indirect costs of thefts are taken into consideration
(e.g., downtime, loss of work or proprietary infor-
mation, replacement rentals, project overrun penal-
ties, etc.) the total cost of asset theft likely exceeds
$1 billion per year. While some of these losses may
be insured, higher losses translate into higher pre-
miums for contractors. By understanding how
thieves operate, contractors can take direct steps to
reduce the ability to profit from these thefts. In this
session, a theft prevention specialist and former po-
lice officer will reveal some tricks of the trade for
mitigating the theft exposure.
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ASSET THEFT PREVENTION

Ed DeMoss
Total Risk Management, Inc.

A subsidiary of Clarkson Construction Company

I. The Dilemma for Law Enforcement Officers

A. Review serial number location on construction equipment

B. Review “most often stolen” construction equipment

1. FBI statistics

II. New Investigative Techniques

A. How equipment dealers and manufacturers can help in recovering stolen equipment

B. Impulsive versus intentional thief

1. What is the “MO” of construction thieves?

III. Internal Thefts

IV. Case Histories

A. Thefts

B. Prosecutions

C. Local theft rings

V. How To Assist Law Enforcement in Dealing with Private Industry Thefts
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Risk Management is a cyclic process involving 
considerations of political, social, economic and 
engineering factors, with relevant risk 
assessments, relating to any potential or 
perceived hazard so as to develop, analyze and 
compare any and all options available and make 
or apply recommendations to eliminate, transfer, 
or minimize any exposure that could affect any
part of a corporations ability to maintain growth, 
ethical standards and profitability.

Analyze 
Vulnerabilities

Risk 
Management 

Decisions

Identify and 
Characterize 
all Threats

Assess Asset 
Value

Information 
Outreach Liaison 

Cooperation

Cost-effective 
Security

Assess Risks

Identify and Cost 
Countermeasures

Across All 
Dimensions

PREVENT    PREEMPT    RESPOND    MITIGATE    RESTORE



7

W
o

rk
sh

o
p

 D

Competitor

Employer

Governments

Subcontractor

Customer/Owner

Suppliers

Employees

VictimsVictims

E
m

pl
oy

ee
s

S
up

pl
ie

rs

C
us

to
m

er
/O

w
ne

r

S
ub

co
nt

ra
ct

or

E
m

pl
oy

er

C
om

pe
tit

or

G
ov

er
nm

en
ts

Age Groups of Fraud Age Groups of Fraud 
PerpetratorsPerpetrators

13.5

28.2

35.3

11.1

1.9

0

5

10

15

20

25

30

35

40

Under 25 26-35 36-45 46-55 Over 56

Ages

Pe
rc

en
ta

ge
Pe

rc
en

ta
ge



8

Perpetrators Length of EmploymentPerpetrators Length of Employment
With CompanyWith Company
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Trusted Employee for 5 Years or More

Thoroughly Familiar With Job

Exhibits Some Type of Abnormal/Deviate Behavior
- Alcohol

- Drugs

- Gambling

- Emotional

- Psychological

- Stock Market

- Marital Problems

- Financial Problems (Severe)

- Unusual Absenteeism

- Sudden Work Deficiency

- Living Beyond Means

“Because It Was So Easy”
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•• Be Careful What You Ask An Be Careful What You Ask An 
Employee To Do For You.Employee To Do For You.

•• What You Ask Them To Do What You Ask Them To Do 
For You They May Do To For You They May Do To 
You.You.
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THE 
PRINCIPLE 
OF TIMELY 

DETECTION

33%       Misstated Dates of Employment

Cover Up Firings

Employments Gaps

11%       Lied About Why They Left Prior Jobs

4%       Lied About Job Titles

3%       Make Up Jobs

3%       Faked College Degrees

WORSE TODAY?
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•• INFORMATION LEAKS      INFORMATION LEAKS      
THE INVISABLE MONISTORTHE INVISABLE MONISTOR

The magnitude of the problem can be gauged 
by the overwhelming amount of electronic 
surveillance equipment  being advertised and 
sold in “Spy Shops” “Executive Toy catalogs”
and the Internet. Washington Post stated “
Consumer  Spy Gadgetry Alone Is Reaching 
a  Billion Dollar A Year Industry”. 

INFORMATION LEAKS              INFORMATION LEAKS              
THE INVISABLE MONISTORTHE INVISABLE MONISTOR

•• Information Is PowerInformation Is Power
•• Competition Is Now GlobalCompetition Is Now Global
•• There Are More Competitors That Ever BeforeThere Are More Competitors That Ever Before
•• Information Theft Is Easy Safe and ProfitableInformation Theft Is Easy Safe and Profitable
•• Information Theft Is Information Theft Is InvisibleInvisible And And SilentSilent
•• Information Is Where The Money IsInformation Is Where The Money Is
•• Every Competitor Is A Potential Customer For Every Competitor Is A Potential Customer For 

Your InformationYour Information
•• Business Ethics Are Not What They Used to BeBusiness Ethics Are Not What They Used to Be
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